MACHEREY-NAGEL

Privacy policy

I. Name and address of the processor
MACHEREY-NAGEL GmbH & Co. KG
Valencienner Str. 11

52355 Dueren

Germany

Tel. 02421/969-0

Email: webmaster@mn-net.com

Name and address of the data protection officer:
Erik Roeth

Hauptstrasse 142

52379 Langerwehe

Germany

Tel.: +49 2421 969-509

Email: datenschutzbeauftragter@mn-net.com

Il. General information on data processing

MACHEREY-NAGEL GmbH & Co. KG commits to protect your privacy and
therefore uses technologies that enable an efficient and at the same time safe
online use. This Privacy Policy pertains to the website of MACHEREY-NAGEL
GmbH & Co. KG and regulates the collection and use of your personal data.

By using the MACHEREY-NAGEL GmbH & Co. KG website, you agree to
accept procedures described below.

Collection of your personal data

MACHEREY-NAGEL GmbH & Co. KG collects and stores the data of our
customers only to the extent to which it is necessary for a regulated business
operation, predominantly your ordering process in our web shop. This stored
data include particularly all the information we are obliged to process and
store due to legal regulations for accounting and bookkeeping purposes.

MACHEREY-NAGEL GmbH & Co. KG stores personal data such as email
address, name, address and telephone number. Your personal data will be
stored by MACHEREY-NAGEL GmbH & Co. KG only if you enter it voluntarily
at registration as a customer on our website. MACHEREY-NAGEL GmbH &
Co. KG stores this data with your consent as your personal profile so that you
can comfortably register with your user name and password for future visits at
www.mn-net.com at any time. This has the advantage that you do not have
to re-type your address every time you place an order.

In the following you can object to the utilization of this data and exclude
such use for the future. In this case your personal data stored by
MACHEREY-NAGEL GmbH & Co. KG will be deleted. However, in this case,
a new and complete registration with every order is necessary. According to
the rules of the German Teleservices Act (“Telemediengesetz”) and German
Federal Data Protection Act (“Bundesdatenschutzgesetz”) you have the right
to obtain information regarding personal data stored by MACHEREY-NAGEL
GmbH & Co. KG on request and at no cost. Furthermore, you have the right
to the correction, barring and/or deletion of your personal data stored by MA-
CHEREY-NAGEL GmbH & Co. KG. If you have questions with regard to the
content of this Privacy Policy and/or would like to exercise your legal rights to
the correction, barring and deletion of this data, please contact our specialist
at webmaster@mn-net.com.

If you disclose your personal data to MACHEREY-NAGEL GmbH & Co. KG
only for the purpose of taking part in a competition, this data will only be
stored and used for the proper execution of the concerned competition. We
will not pass on this personal data, including the address and email address,
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to third parties without your consent except to logistics companies to whom
we submit the required data in the case of a win. As soon as the competition
is finished and all prizes are delivered, all data stored only for the purpose of
participating in the competition, will be deleted. You can revoke the declara-
tion of consent required to participate in competitions of MACHEREY-NAGEL
GmbH & Co. KG individually or entirely by sending a corresponding declara-
tion to MACHEREY-NAGEL GmbH & Co. KG, Valencienner Str. 11, D-52355
Dueren, GERMANY or by email to webmaster(at)mn-net.com at any time with
immediate effect in the future.

MACHEREY-NAGEL GmbH & Co. KG also stores anonymous demographical
information that is not clearly related to you such as postal code, age, gender,
interests and favorites.

Some details about your computer hardware and software are collected auto-
matically by MACHEREY-NAGEL GmbH & Co. KG, including your IP address,
the type of your browser, your domain name, the access time and the pages
of interest. These details are used by MACHEREY-NAGEL GmbH & Co. KG in
order to maintain the quality of service and to create general statistics concer-
ning MACHEREY-NAGEL GmbH & Co. KG.

Persons under the age of 18 should not transmit personal data to
MACHEREY-NAGEL GmbH & Co. KG without the consent of their parents or
legal guardians. We do not request, collect and pass on personal data from
children and youths to third parties. The website www.mn-net.com does not
offer any products for sale to minors.

Please keep in mind that personal data you publish in publicly accessible
areas such as guest books etc. can be misused by other users.

Note: MACHEREY-NAGEL GmbH & Co. KG does not read your private online
communication. MACHEREY-NAGEL GmbH & Co. KG requests you to check
the Privacy Policy of the websites which MACHEREY-NAGEL GmbH & Co.
KG links to so that you understand how these websites store and use your
personal data. MACHEREY-NAGEL GmbH & Co. KG is not responsible for the
Privacy Policy of other websites out of MACHEREY-NAGEL GmbH & Co. KG.

Using your personal data

MACHEREY-NAGEL GmbH & Co. KG stores and uses your personal informa-
tion in order to manage the MACHEREY-NAGEL GmbH & Co. KG website and
offer the desired level of services. MACHEREY-NAGEL GmbH & Co. KG also
uses your personal data in order to inform you about new products and ser-
vices of MACHEREY-NAGEL GmbH & Co. KG. MACHEREY-NAGEL GmbH
& Co. KG may also contact you via surveys to conduct research about your
opinion on current services and potential new upgrades.

MACHEREY-NAGEL GmbH & Co. KG will neither sell its customer list to third
parties nor rent it. MACHEREY-NAGEL GmbH & Co. KG may occasionally
inform you on behalf of other business partners about a specific offer that
may be of interest to you. In such a case, your personal details including email
address, name or telephone number are never released to a third party.

Additionally, MACHEREY-NAGEL GmbH & Co. KG may share anonymous
data with partners in order to do statistical analysis. All such third parties are
prohibited from using your personal details except to provide these services
to MACHEREY-NAGEL GmbH & Co. KG. We consider this to be an essential
measure in maintaining your personal trust.

MACHEREY-NAGEL GmbH & Co. KG will not disclose sensitive personal data
such as race, religion or political attitude. MACHEREY-NAGEL GmbH & Co.
KG keeps track of your visit within the websites of MACHEREY-NAGEL GmbH
& Co. KG in order to determine what services are most popular. This data
can be used do deliver customized content. This shall apply to visitors with a
specific interest.



Disclosure of personal data

On presentation of a judicial order MACHEREY-NAGEL GmbH & Co. KG will
pass on your personal data to the investigating authorities without informing
you. We also reserve the right to use your personal data for judicial arguments,
should we see ourselves impelled to do so.

Use of cookies

MACHEREY-NAGEL GmbH & Co. KG uses cookies to facilitate usability.
A cookie is a text file which is stored by a server on your PC’s hard drive.
Cookies cannot be used to run programs or spread viruses. Cookies are per-
sonally attributed to you and can only be read from a web server in the domain
you have established. One of the main reasons for the use of cookies is to
facilitate convenient use of the website and to save time. The purpose of a
cookie is to tell the web server that you have returned to a specific page. This
is, for instance, the case if you register at MACHEREY-NAGEL GmbH & Co.
KG. The online cookie helps MACHEREY-NAGEL GmbH & Co. KG to re-use
specific data for future visits. This should help you in entering your personal
data such as invoice and delivery address.

If you return to the same MACHEREY-NAGEL GmbH & Co. KG website, the
information you previously provided can be retrieved and is available. That way
the properties of MACHEREY-NAGEL GmbH & Co. KG can be customized.
You have the option to accept or reject cookies. Most web browsers accept
these cookies automatically, but you can configure your browser in such way
as to store only the cookies of your preferred websites. Should you decide
1o reject the use of cookies, it may occur that your use of interactive offers at
MACHEREY-NAGEL GmbH & Co. KG is no longer possible.

Safety of your personal data

MACHEREY-NAGEL GmbH & Co. KG protects your personal data from un-
authorized access, use or disclosure. MACHEREY-NAGEL GmbH & Co. KG
secures the personal information you provide on the server in a controlled and
secure environment protected from unauthorized access and disclosure. If
safety-related personal data such as credit card numbers are transmitted to
other websites, you will be protected by encryption “Secure Socket Layer”
(SSL).

Changes of this Privacy Policy

MACHEREY-NAGEL GmbH & Co. KG reserves the right to update the Privacy
Policy if required in order to adapt it to customer feedback as well as to legal
and social changes. MACHEREY-NAGEL GmbH & Co. KG will inform you
about these changes on the website or by email. The changes become valid
provided that you do not submit a written appeal to MACHEREY-NAGEL
GmbH & Co. KG within four weeks.

Contact

MACHEREY-NAGEL GmbH & Co. KG welcomes any feedback concerning
this Privacy Policy. If you have any questions or suggestions, please contact
webmaster (at) mn-net.com. We will get in touch with you as soon as possible.
You will find our address and telephone number for written or personal contact
in the imprint of the website.

Note on Matomo

This website uses the analysis software Matomo, an analysis tool for websites.
The tool does not use cookies. The following data is stored: an anonymized IP
address, the number of visitors on the website, the length of stay, the region
of the visitor, downloads, search terms, the browser used and the operating
system of the visitor. The basis for processing is Article 6 Paragraph 1 Letter
f GDPR; the legitimate interest lies in improving the website. No user profile
is created.

Online purchasing in our web shop

Data processed: name, address information, email address, order data, bank
details, credit card data.

Purpose of processing: execution of ordering process, order handling
Legal basis: Art. 6 (1) sentence 1 b GDPR

Storage period: 10 years in accordance with commercial and fiscal legal
requirements

Further processing information:

The personal data you specify in the context of our online offering is used to
process the online purchase — in other words, for processing the purchases
and payment. For this, we need your name and your email address, so that
we can confirm the purchase to you.
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Absent your express consent or a legal basis, your personal data is not shared
with third parties beyond contract processing. After the contract has been
fully processed, your data is erased upon expiry of the legally prescribed fiscal
and commercial retention periods unless you have expressly consented to
further use.

Upon selection of the ,payment with credit card“ payment type, your bank
and/or credit card data is processed by the following companies to complete
the payment handling:

heidelpay GmbH, VangerowstraBe 18, 69115 Heidelberg, heidelpay S. A.,
Société anonyme, 1, Place du Marché, L-6755 Grevenmacher, R. C.S Lux-
embourg B 144133

Use of the ,Quantify Go* web application

Data processed: name, email address, voluntary information on company
affiliation and samples

Purpose of processing: Use of the web application with user account and
storage of desired results.

Legal basis: Art. 6 (1) sentence 1 b GDPR

Storage period for measured values: 5 years, can be deleted by the user at
any time.

Storage period for access data: As long as the user account is active. All data
will be deleted when the user account is deleted.

The personal data provided when creating a user account is used only to set
up a user account and to provide information in the event of changes. The
name and email address are required. Company affiliation is optional.

Further processing information:

Absent your express consent or a legal basis, your personal data is not shared
with third parties beyond contract processing. After the contract has been
fully processed, your data is erased upon expiry of the legally prescribed fiscal
and commercial retention periods unless you have expressly consented to
further use.

lIl. Rights of data subjects

Provided your personal data is processed, you are considered the data sub-
ject as per GDPR and are entitled to the the rights listed below with regard to
the processor.

1. Right to be informed

You can demand a confirmation of whether personal data related to you is pro-
cessed. Should this be the case, you can demand the following information:

(1) The purposes for which the personal data is processed;
(2) The categories of the personal data processed;

(3) The recipients/categories of recipients receiving the personal data related
to you;

(4) The planned storage period for the personal data related to you or, if no
concrete information is possible, criteria for determining the storage period;

(5) Existence of a right to rectification or erasure of the personal data related
to you, a right to restrict processing by the processor, or a right to object to
this processing;

(6) The existence of a right to appeal to the authorities.

(7) All available information on the origin of the data if the personal data is not
collected from the associated individual;

(8) The existence of an automated decision making solution including profiling,
as per Art. 22 Sec. 1 and 4 GDPR and - at least in these cases — meaningful
information on the involved logic as well as the reach and target effect of such
processing for the concerned individual.

You have the right to be informed of whether the personal data related to
you is transmitted to a third country or an international organization. In this
context, you can request to be informed of appropriate safeguards as per Art.
46 GDPR in conjunction with the transmission of your data.

2. Right to rectification

You have the right to rectification and/or completion provided the processed
personal data related to you is incorrect or incomplete. The data processor
must promptly rectify the issue.



3. Right to restrict processing

You can exercise your right to restrict processing of the personal data related
to you provided the following conditions are met:

(1) If you dispute the accuracy of the personal data related to you for a period
that enables the processor to verify the accuracy of the data;

(2) Processing is wrongful and you reject the deletion of your personal data,
instead exercising your right to restrict the use of your personal data;

(3) The processor no longer requires the personal data for processing, but you
need it to assert, exercise, or defend legal claims.

(4) If you have exercised your right to object to processing as per Art. 21 Sec.
1 GDPR and it has not been determined whether the the legitimate interest of
the processor outweigh your interest.

If processing of the personal data related to you has been restricted, this data
may only be processed (besides storage) with your express consent or to
assert, exercise, or defend legal claims, or to protect the rights of other natural
or legal persons, or for reasons of an important public interest of the European
Union or a member state.

If restriction of processing was lifted based on the requirements above, you
will be notified by the processor before this restriction is lifted.

4. Right to erasure
a) Obligation of erasure

You can demand the processor to delete any personal data related to you
right away and the processor is required to delete this data provided one of
the following reasons applies:

(1) The personal data related to you is no longer needed for the purpose for
which it was collected or processed in any other way.

(2) You withdraw your consent for processing based on Art. 6 Sec. 1 a or Art.
9 Sec. 2 a GDPR and there is no other legal basis for processing.

(3) As per Art. 21 Sec. 1 GDPR, you object to processing and there are no
superior legitimate reasons for processing; or, you object to processing as per
Art. 21 Sec. 2 GDPR.

(4) The personal data related to you was processed unlawfully.

(5) Deletion of the personal data related to you is required to fulfil a legal ob-
ligation in line with EU law or law of member states to which the processor
is subject.

(6) The personal data related to you was collected as per Art. 8 Sec. 1 GDPR
with regard to the services offered by the information society. b) Information
to third parties

If the processor has published your personal data and is obligated to delete
this data as per Art. 17 Sec. 1 GDPR, the processor shall take suitable mea-
sures taking into account the available technology and implementation costs,
including those of a technical nature, to inform the processor responsible for
processing the personal data that you as data subject have requested the
deletion of all links to this personal data or of copies or replications of this
personal data. c) Exceptions

The right to erasure does not apply if processing is required
(1) to exercise the right to free expression of opinion and information;

(2) to meet a legal obligation requiring processing in accordance with the law
of the European Union or a member state to which the processor is subject,
or to carry out a duty in the public interest or in exercising official authority
assigned to the processor;

(3) for reasons of public interest in the area of public health as per Art. 9 Sec.
2 has well as Art. 9 Sec. 3 GDPR,;

(4) for archiving purposes in the public interest, economic or historical research
purposes, or for statistical purposes as per Art. 89 Sec. 1 GDPR provided that
the right named in a) is not expected to render attainment of the objectives of
this agreement impossible or have a serious negative effect, or

(5) To assert, exercise, or defend legal claims.

5. Right to be informed

If you have exercised your right to rectification, erasure, or to restrict proces-
sing vis-a-vis the processor, the processor is obligated to notify all recipients
to which your personal data was disclosed of rectification or deletion of the
data, or restriction to its processing, unless this proves to be impossible or
requires a disproportional amount of effort. You have the right to be informed
of these recipients by the processor.
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6. Right to data portability

You have the right to receive the personal data related to you that you have
provided to the processor in a structured, commonly used, machine-readable
format. In addition, you have the right to pass on this data to another pro-
cessor without interference of the processor to which you have provided the
personal data, provided

(1) Processing is based on consent as per Art. 6 Sec. 1 a GDPR or Art. 9 Sec.
2 a GDPR, or on a contract as per Art. 6 Sec. 1 b GDPR and

(2) Processing is carried out by automated processes.

In exercising this right, you also have the right to demand your personal data
be transferred directly from one processor to another processor, provided this
is technically feasible. This must not negatively affect the freedoms and rights
of other individuals.

The right to data portability does not apply to processing of personal data
required or to carry out a duty in the public interest or in exercising official
authority assigned to the processor.

7. Right to object

You have the right to object to the processing of your personal data based on
Art. 6 Sec. 1 e or f GDPR for reasons resulting from your particular situation at
any time; this also applies to profiling based on these provisions.

The processor no longer processes your personal data unless the processor
can provide compelling legitimate reasons that outweigh your interests, rights,
and freedoms, or processing serves to assert, exercise, or defend legal claims.

If the personal data related to you is processed to carry out direct advertising,
you have the right to object to the processing of your personal data for the
purpose of such advertising at any time; this also applies to profiling provided
directly related to such direct advertising.

If you object to processing for purposes of direct advertising, your personal
data will no longer be processed for this purpose.

You have the option to exercise your right to object by means of an auto-
mated process which uses technical specifications in connection with the
use of services provided by the information society, directive 2002/58/EC
notwithstanding.

8. Right to withdraw consent to use of data

You have the right to withdraw your consent to the use of your data at any
time. Withdrawing your consent does not affect the lawfulness of the proces-
sing taking place based on your consent up to withdrawal.

9. Automated decision including profiling in individual cases

You have the right to not be subjected to a decision based solely on auto-
mated processing, including profiling, that has a legal effect on you or affects
you significantly in a similar manner. This does not apply if the decision

(1) Is required to conclude or fulfil a contract between you and the processor,

(2) Is permissible based on legal provisions of the European Union or a
member state to which the processor is subject and these legal provisions
contain suitable measures to protect your rights and freedoms as well as your
legitimate interests, or

(3) Is carried out with your express permission.

However, these decisions shall not be based on special categories of personal
data as per Art. 9 Sec. 1 GDPR provided Art. 9 Sec. 2 a GDPR applies and
suitable measures have been taken to protect your rights and freedoms as
well as your legitimate interests.

With regard to the cases named in (1) and (3), the processor shall take appro-
priate measures to ensure your rights and freedoms as well as your legitimate
interests, including at least the right to request an individual on the side of
the processor to intervene, to present your own position, and to contest the
decision.

10. Right to appeal to the authorities

Notwithstanding any other administrative or judicial decision, you have the
right to appeal to the authorities, especially in the member state where you are
located, your workplace, or the location of the alleged violation if you believe
that the processing of your personal data is in violation of GDPR.



The authority receiving the appeal shall inform the appealing party of the
status and result of the appeal, including the option for a legal decision as per
Art. 78 GDPR. The Privacy Policy is a translation of the original German version
,Datenschutzerklarung” of MACHEREY-NAGEL GmbH & Co. KG. In case of
doubt, the German-language version shall apply.

Last revised: 12/2025
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